Synchronization of chaotic systems which is defined based on the exponential stability for encrypts of signals is presented in this paper. An adaptive control scheme is proposed, and the convergence of the synchronized error is guaranteed. Masking and modulation methods are applied for encryption. To verify the effectiveness of the proposed schemes, numerical simulation was applied on a well-known system without linear term chaotic using MatLab software. The comparison of the proposed chaotic synchronization in the case of the synchronization rate and in the decryption precision of sent signal and image are shown.
Introduction
Chaotic systems are nonlinearly deterministic and sensitive to initial conditions, they have been studied since the two most recent decades [-] . Chaotic systems have a lot of applications in different sciences such as laser, secure communication, biology sciences, nonlinear circuits, neural and computer networks [-] .
The control of chaos is one of the main issues in the study of chaotic systems. The synchronization is one of the main control methods of these systems, which were introduced in a paper by Pecorra and Carrol in  [] . In recent years, synchronization of chaotic systems has become very attractive and has been applied in vast area of engineering, physic, computer networks, and so on which aroused increasing interest as regards use in new areas such as cryptography [-] .
Up to now, many synchronization methods such as adaptive control, nonlinear feedback control and sliding mode control were proposed and applied successfully on chaotic systems [-] . But almost all of them used Lyapunov stability theorems to guarantee asymptotically synchronization and convergence is slow to the origin.
The exponential synchronization is another proposed method in this field, which has certain precision and stability in error systems. This method is robust and faster than the Lyapunov stability one. Tong et al. [] applied exponential synchronization for stochastic neural networks with multi-delayed and Markovian switching via adaptive feedback control, Yan and Yu [] , Lio and Yu [] studied exponential synchronization for some well-known classical dynamical systems. Yang used exponential stability in synchronization of a higher order chaotic system [] etc.
So far, to the best of the authors' knowledge, the problem of adaptive exponential synchronization and its applications for chaotic dynamical systems have received very little research attention.
In the recent work, the authors have proposed the adaptive based on exponential stability methods to secure chaos communication through the method of chaos masking and modulation. The general idea in the utilization of chaotic systems in using a transition of the desired signal is integration of it with a chaotic system and production of a chaotic signal. This signal is recoverable after synchronization. There are two major issues in this case; one includes how to produce the chaotic signal; this is usually conducted by both masking and modulation methods [, ] .
The other most important issue is the time of transmittance and reception of the signal. The signal is produced and transmitted after synchronization of both slave and master systems. Thus, as the synchronization rate is high, the signal, with regard to its dependency on synchronization error, could be transmitted faster with better approximation. This paper was conducted by introducing theorems related to the exponential stability and comparison of results in the encryption of signals based on Lyapunov stability and exponential stability.
The main contributions of this paper can be highlighted as follows. () A new adaptive synchronization method is studied for a fully nonlinear chaotic dynamical system based on the exponential stability theorem. () Application of the adaptive exponential synchronization obtained in encryption using modulation and masking methods.
The paper was organized as follows. Section , the definitions and theorems related to exponential and Lyapunov stability were provided. In Section , synchronization of a system without linear term is provided. Transmission and reception of the signal text by the modulation method was given for a well-known system using exponential and Lyapunov stability in Section . Then the masking method and adaptive exponential stability were utilized to transmit a pictorial signal. Concluding remarks were provided in Section .
Preliminaries

Stability of autonomous systems
Consider the autonomous systeṁ
where
Definition . Suppose x  =  is one of the fixed points of equation (), in this case [] .
• It is stable if, for any , there exists the value of δ = δ( ) so that
• It is unstable if it is not stable.
• It is asymptotically stable, if it is stable and there exist δ so that
For studying stability, a practical way is finding a Lyapunov function in linear and nonlinear systems without obtaining the response of them. • IfV is semi negative definite, then the origin is a stable fixed point of the system.
Theorem . (Lyapunov stability theorem)
• IfV is negative definite, then the origin is a fixed point and asymptotically stable.
• IfV is positive definite, then the origin is an unstable fixed point.
Stability of non-autonomous systems
Consider the following non-autonomous system:
where the function f : [, ∞) × D → R n is piecewise continuous with respect to t and is local Lipschitz with respect to x on [, ∞) × D, which includes the origin. In this case x =  is the fixed point of equation () on t =  if
It could be interpreted as follows: the fixed point is located on the origin as a non-zero fixed point or in a more general case, as the non-zero response of system. The concepts of stability and asymptotically stability of a fixed point in non-autonomous systems correspond to Definition . in autonomous systems unless there is a new case, in that the response of autonomous system only depends on (t -t  ), and the response of the non-autonomous system also depends on both t and t  . Thus, in the general state, the stability of fixed point depends on t  .
Definition . Fixed point x =  related to equation ():
• It is stable if, for any > , the value of δ = δ( , t  ) is such that
• It is uniformly stable if, for any > , the value of δ = δ( ) (independent of t  ) is such that equation () holds.
• It is unstable, if is not stable.
• It is asymptotically stable if is stable and there is a value such as c = c(t  ) >  so that, for all values of x(t  ) < c, we have lim t→∞ x(t) = .
• It is uniform asymptotically stable if it is uniformly stable and there is a value such as c >  (independent of t  ) so that, for all values of x(t  ) < c, as t  tends to infinity, x(t) monotonically tends to zero with respect to t  , in other words, for any > , there exists a value such as t = T( ) so that
• It is globally uniform asymptotically stable, if it is uniformly stable and, for any pair of positive numbers and c, there is a value t = T( , c) >  so that
The uniform stability and uniform asymptotical stability could also be indicated based on specific numerical functions, i.e. class κ and class κι functions [] . 
The following lemma explains the equivalence definitions for uniform stability and uniformly asymptotically stability based on class κ and κι functions.
Lemma . ([]) For the fixed point x =  related to equation ():
• It is uniformly stable, if and only if function α(·) belongs to class κ and there is a positive constant c (independent of t  ) so that
•
It is uniformly asymptotically stable, if and only if function β(·, ·) belongs to class κι
and there is a positive constant c (independent of t  ) so that
• It is globally uniform asymptotically stable if and only if inequality () holds for any initial state of x(t  ).
Exponential stability
As one of Lemma . results, it could be considered that in the case of non-autonomous systems, the stability and asymptotical stability based on definition () mean that there are functions of class κ and κι so that inequality () and () hold. Because in the nonautonomous systems, the stability and asymptotically stability of origin are uniform with respect to the initial time t  . One particular case of uniform asymptotically stability occurs when, in equation (), the function β belongs to class κι as β(r, s) = kre -γ s . This case is very important and could be considered one of distinctive features of fixed point stability.
Definition . The fixed point x =  related to equation () is exponentially stable, if inequality () holds for any of the following values:
In addition, it is globally exponentially stable if the above condition holds for all initial values. Now, we explain the main theorem.
Theorem . Suppose x =  to be one of the fixed points of equation () and D ⊂ R n to be a domain including the origin. In addition, suppose V (x) : [, ∞) × D → R to be a continuous and derivable function where for all values of t ≥  and x ∈ D the following relations are satisfied:
where ω  (x), ω  (x) and ω  (x) are positive definite and continuous functions on D. Then the point x =  is uniformly asymptotically stable [] .
If the class κ functions are of the particular form α i (r) = k i r c , its application is easy in the proof of Theorem .. In this case, it could be shown that the origin is exponentially stable. Proof The functions V andV satisfy the following inequalities:
Theorem . Suppose all hypotheses of Theorem . are satisfied along with the following conditions:
By using the deduction lemma, we could write
Therefore,
As a result, the origin is exponentially stable, so that all hypotheses are satisfied globally, the above inequality would hold for all values of x(t  ) ∈ R n .
Synchronization based on the exponential stability
In this section, the synchronization system without linear term is introduced based on exponential and Lyapunov stability using nonlinear control functions. Consider the nonlinear chaotic system []
where x  , y  and z  are the state variables and a, b are real parameters. Figures  and  show the Lyapunov exponent and the chaotic behavior of the system () for a = . and b = .. For synchronization, let system () be the drive system and the corresponding response system be written as follows:
where u  , u  and u  are the input nonlinear control functions. By defining the synchronization error as e  = x  -x  , e  = y  -y  , e  = z  -z  , and using equation (), the synchronization error dynamics can be written aṡ
() Definition . The response system () will synchronize exponentially with the drive system () for any initial values if the error system satisfies the following estimation:
where E T = [e  (t), e  (t), e  (t)] and α, σ are positive constants, respectively, dependent and independent from E(t  ), which is called the convergence rate. In this case the zero solution of error system () is stable and the two systems () and () are called synchronized [] .
Lemma . The system () can be exponentially stabilized at the origin if there exists a positive definite function V (t) such that
where k  , k  and k  are positive constants, V (t) ≡ V (E(t)) and k  ≤ k  . Therefore, the drive system () and the response system () are exponentially synchronized [] .
Proof Let V (t) = E(t)PE T (t) where P is a symmetric positive definite matrix. Choose k  = λ min (P) >  and k  = λ max (p) >  where k  and k  are minimum and maximum eigenvalues of the matrix P. Then the time derivative of V (t) satisfies the inequalitẏ
It can be concluded that
. Therefore, in this case, system () is exponentially stable and the synchronization of the drive system () and the response system () sufficiently achieved.
Lemma . For any k ∈ R + and x, y ∈ R the following inequality holds:
Theorem . The drive system () and response system () are exponentially synchronized if the nonlinear feedback controls are chosen as
and
Proof Let
where P = diag(/, /, /) is diagonal positive definite matrix. The time derivative of the function () for the error system () and control laws () arė
From Lemma ., for any ρ  and ρ  , we obtaiṅ
where α = min{ω  -
}. According to Lemma . and inequality (), the systems () and () are exponentially synchronized.
Simulation results: to show the validity of the proposed method, MatLab software is applied for synchronization of the drive system () and the response system () using control laws (). The initial conditions for drive and response systems, respectively, are chosen as (x  (), y  (), z  ()) = (, -, ) and (x  (), y  (), z  ()) = (, , -). Figures  and  show the simulation results for the drive-response and error system, which confirms that the error system converges to zero and the two systems are exponentially synchronized.
To show the advantage of our applied exponential synchronization method using a nonlinear control function, the results are compared with synchronization based on the Lyapunov stability theorem. For the same system and initial conditions as shown in Figure  , it is obvious that our methods have the advantage by compression synchronization times in Figure  of almost . second over approximately  second in Figure  .
The main benefit of the exponential synchronization method is the fast convergence. But there is a disadvantage in that, in practice, for some systems it is impossible or very difficult to obtain the exponential synchronization conditions. In this case, the exponential synchronization will change to synchronization based on the Lyapunov stability theorem. In simple terms, we can say exponential stability is Lyapunov stability, but the reverse is not true. 
Application of chaos to secure communication
Encryption of information is carried out when two persons want to communicate with each other by an insecure communicative channel that can be a telephone or network but the third person could not identify the exchanged information by listening to them. What the first person wants to send to the second person is called the context text; it can be an image or a text by any language that is completely optional. Before sending the message, the transmitter of information should encrypt the information by a specific key. In this case, the context text is converted into the encrypted text. The encrypted text passes through a communicative channel of two individuals and the second person could decrypt the text by using the key and the text is converted into a context text.
Our goal is to use chaotic systems for encryption. Since aperiodic waves of the chaotic systems cannot be predicted, these systems are important in secure communication. Also chaotic systems are sensitive to initial conditions, which is another advantage for using these systems in different applications of secure communication. Here encryption using modulation and the masking method is studied.
Text modulation via adaptive exponential stability
In chaos modulation the information signal is injected into the transmitter. First we introduce some definitions, then we propose a fast mechanism for synchronization the chaotic systems without linear term () based on the drive-response approach. Using exponential synchronization, the secure communication scheme is studied.
Definition . ([]) Consider the smooth system that is described by a variables vector
where the function h(·) is a smooth vector and the vector C ∈ R  is for constant parameters.
Let Y i , denote the jth time derivative of the vector Y . It is said that the vector state X is observable algebraically, if it is expressed uniquely by
for integer j and for smooth function φ. 
where ψ  (·) and ψ  (·) are, respectively, n ×  and n × n smooth parameters matrices, then C is said to be identifiable algebraically with respect to the output vector Y . Now, assume the second differential equation of system () to be then substituting equation () into the third differential variables of system () leads tȯ
According to Definitions . and . the system () is observable algebraically with respect to the two outputs y  and z  . The parameter b in equations () and () is identifiable algebraically with respect to the two other available outputs. Therefore, the non-available state variable x  and the parameter b can be recovered simultaneously from the two other available outputs.
In the transmitter system, the parameter b is considered to transmit the message signal and the following drive system is defined:
where x  , y  , z  are the state variables of chaotic system () with the modulation law
where o(t) is the input message signal, which needs to be transmitted. In the receiver system, the response system is assumed to be the partly uncertain system () where the available outputs variables are y  and z  . Hence, the response system is defined with controllers as follows:
where x  , y  and z  are the state variables of system () with the modulation lawŝ
whereô(t) is the recovered signal andb is the approximation of the unknown parameter b.
T is the input nonlinear control to achieve synchronization of the systems () and (). Subtracting the drive system () from the response system (), the error system is obtained:
wherẽ
Therefore, for chaos synchronization, we need to define the controller U and a parameter approximation law to set the error system to converge to zero exponentially.
Theorem . If the controller in the receiver system () is defined as follows:
with the law parameter and message signal, respectively, chosen aṡ
where ω  , ω  , ω  , ω  , ρ  , ρ  are positive and |x i | < k i , i = , , , then the response system () will synchronize the drive system () exponentially. Moreover, the message signal s(t) will recover by the receiver system (), which is combined into the chaotic transmitter () via the modulation laws () and ().
Proof Assume E = [e  , e  , e  ,b,õ], by defining the quadratic Lyapunov function as
by the same proof as Theorem . exponentially stability can be achieved.
To demonstrate and verify the validity of the modulation schemes, we confirmed our analytical studies be numerical simulations via MatLab software. We solve the dynamical systems using the fourth order Runge-Kutta numerical method. At the transmitter system side, the system parameters are chosen as a -. Figure  displays the synchronization difference (error) between systems () and (). It confirms that synchronized errors between system () and () converge exponentially to zero. Figure  shows the error signal between the original message and the recovered one that confirms the message signal o(t) is recovered accurately. Figure  shows the value of the unknown parameters b which converge exponentially to the exact value.
Modulation-based adaptive Lyapunov stability
Consider two drive and response systems, respectively, as drive systeṁ
We have introduced the three control functions u  , u  and u  and define the error variables as
Subtracting () from () and using the notation (), we obtain the error system aṡ
() 
and the updating laws of the unknown parameters are chosen bẏ To demonstrate and verify the validity of the modulation schemes, we confirmed our analytical studies be numerical simulations via MatLab software. We solve the dynamical systems using the fourth order Runge-Kutta numerical method. At the transmitter system Figure  shows the error signal between the original message and the recovered one that confirms that the message signal o(t) is recovered accurately. Figure  shows the value of the unknown parameters a, b and the error between sent and received signal.
By compression of results, it is obvious that in exponential synchronization the error system very fast tends to zero, which results in sending and receiving the signal faster with a better accuracy.
Image encryption using exponential stability
Almost in all cases the image encryption is often conducted along with data compression before be saved or transmitted. This is because of high volume of pictorial data and their adjuncts. Thus, it is so important to combine security demands with compression systems. In view of security, the pictorial data is not sensitive the same as the context data. In block method of encryption, firstly, one encryption key with equal dimensions with designed images one is produced by using of chaotic system and then the primary image encoded by block cipher.
Here, we have only one block. The given method could be exercised by producing keys with small sizes in a higher block number. In order to decode, the encrypted image is produced by applying the same chaotic system and utilization of an equal initial value and by considering inversion methods in the decoding key.
In the masking method for image encryption, the information signal is combined linearly and added to the drive system. Suppose o(t) is the original image, the transmitted message s(t) is assumed as
where k i > , i = , ,  and x  , y  , z  are the state variables. The encrypted signal is masked using an arbitrary function of master chaotic system variables to send and receive via a public channel. The assumed T s is the synchronization time and the image is added after that time. The recovered image r(t) is obtained using the following relation:
Because
That obviously depends on the synchronization time.
To show the validity of the proposed method, simulation results using Matlab software and the Runge-Kutta method are applied for the initial condition (x  (), y  (), z  ()) = (, -, ) and (x  (), y  (), z  ()) = (, , -) on the system () without linear term and a digital image as a signal in Figure  
Conclusion
In this paper, we showed that exponential stability method for the synchronization of chaotic dynamical systems is faster than of the Lyapunov stability theorem which it confirmed by the results obtained for a system without linear term. By using presented syn- chronization, cryptography of text and image were given through both modulation and masking methods in both active and adaptive cases. The results confirm the rate and precision of reception and transmittance of the desired signal.
Further research topics include the applying optimal control in the exponential synchronization of classical and fractional order chaotic systems and study of the other encryption methods such as the Rivest-Shamir-Adlemen (RSA) and Data Encryption Standard (DES) to compare them with the chaos-based encryption.
